FORT SHERMAN ACADEMY

Providing Traveler Safety Training and Risk Management Services

Topics in this edition: Summer 2018 Newsletter
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Which 2FA Do You Use? Are You Being Watched? Trending Scams B+ Adventure in ID

Which 2FA Do You Use?

‘ : Two-factor authentication (2FA), has become a new cybersecurity standard across much
of the internet. As we have shared on multiple occasions, single passwords are easy to

ZETEIN guess or steal. Therefore, 2FA establishes a second way to confirm the user’s identity
== —‘=§' beyond just a password. This comes in three forms: something you know (a password or
passphrase), something you have (your mobile phone or a token), and something you are

(your fingerprint). Let’s look at the most common types:

FIDO Hardware keys (Best) — “Fast ID Online” keys are small devices that you physically have and plug in to the USB
port when needed to verify your identity. Examples: Yubikey and Nitrokey

Authenticator_apps (Better than Average) — Single use codes that change every 30 seconds on your phone app.
A huge benefit is that there is no email provider, no cell carrier, or any other middle-man to manipulate the code.
Examples: Authy and Google Authenticator

Email (Less than Ideal) — A little better than SMS because hacking an email account is more involved. Problems arise
from computer compromising, email forwarding grabs, and screen scrapers.

SMS (Least Secure) — Prone to being intercepted or hacked and yet still the most popular since it is the quickest and
easiest.

Are You Being Watched?

Imagine having your hands full as you walk up to your home. Don’'t worry, a small camera
conveniently recognizes you, unlocks the front door, and swings it open for you. Elsewhere,
railway police are using special sunglasses that identify travelers within 100 milliseconds,
safely identifying a number of criminals. Facial recognition is quietly yet rapidly growing and
is causing some people to be alarmed. Utilizing millions of strategically placed cameras, the
system matches a person’s face, body shape, and gait to a growing database. In China,
where every citizen and a growing number of visitors have their identity’s stored, people are being recognized for crimes
such as: jaywalking, reckless driving, or excessive toilet paper use in a public restroom. Information is being collected to
determine the people you meet with, where you travel, and what activities you are involved in. Chinese officials say that
their eventual aim is to not only prevent criminal behavior, but to predict it. No, it is not just China and yes, it is spreading
worldwide. Wow, it almost sounds like a movie...
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Trending Scams

u; ek:? : Advice: Never let someone put something on you or hand you something. Especially if this item is “free”
LA and unsolicited. Refuse, ignore their pitch, and keep walking.

~ While walking along in a busy tourist location or landmark, a local person offers to take a group photo of you and your
friends. As you're getting ready to pose for your shot and listening to the advice of another local “helper”, you look up and
realize that the person with your camera has completely disappeared.

Advice: Judge this case by case. Busy locations are prone to this type of theft by distraction. Generally, ask a fellow tourist
and then return the favor.

Open Enrollment B+ Adventure Class in Idaho

We are excited to announce that a special version of our B+ personal security training has been created
for September 26 — 28. This open enroliment class will consist of 2 days’ worth of comprehensive advanced
personal protection and captivity survival, focusing on strengthening your application of: situational
awareness, information security, countering various forms of surveillance, and minimizing exploitation.
Through multiple scenario-based roleplay interactions, you will practice shrewd resistance within
interviews and interrogations. That’s only part of the adventure though, because you'll be participating in multiple outdoor
adventures in beautiful North Idaho. You will not want to miss out on this opportunity. Register now before it fills up!

Register now for these 2018 CAPTIVE SAINT classes:

B+ September 26 - 28 (ID) C+ July 10-19 (ID)
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Contact Us For More Dates July 31 — August 9 (ID)

FORTSHERMAN.ORG
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PO Box 1059 info@fortsherman.org 888.211.8674
Pinehurst, ID 83850

Fort Sherman Academy trains and supports organizations in faith-based security and risk management. We assist in the furtherance of their mission by
training them to better avoid, protect and survive potential or actual adverse events thus allowing them to reach every corner of the globe.
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